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International Seminar on Safety and Security of Autonomous Vessels (ISSAV)
and European STAMP Workshop and Conference (ESWC) 2019

A’ ISSAV/ESWC 2019
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International Seminar on Safety and Security of Autonomous Vessels and
European STAMP Workshop and Conference 2019
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&0 AUTOSHIP

SCOPE

A ‘ UNIVERSITY of STRATHCLYDE

MARITIME SAFETY
)7 RESEARCH CENTRE

AUTOSHIP will build and operate 2 (e

remote and autonomous vessels

and their needed shore control and

operation infrastructure, reaching
and going over TRL7.

Testing will take place during two
pilot demonstration camPasP
addresslngegoods mobil g rom

the North

seaport and hlnteriand which are
most relevant areas with

Start: June 2019
42 months
Budget: €27.7M

EU contribution: €20M

- The project has received funding from the European Union's Horizon 2020
research and innovation program under Grant Agreement N*815012
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Asvarcrgand rlogatng
ioge:
rgws,

Tt 2= 8, Ecomoric and Secel

Amewon Ansyas ind
.a praton.

On-board and On Ipg
shore KETs Integration of KETs

(TO> 10 MIE)

)
Universityof 2>

Strathclyde
Engineering

L o o
i

Ly RSB

Catamaran
50m

Breadth 6.6 m
Maximum Draught 2.2m
Air draught 5.6m

W EVAUUTYCT-CY CEL Il 300 tonnes

| Maximum speed  EENGLIS

300 hp

Propulsion type Diesel-mechanical with azimuth propulsion aft
and bow thruster at the bow
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International Symposium on Digital Platforms for Maritime Safety and
Security Applications

Bundesministerium
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International Symposium on Digital Platforms for Maritime Safety and
Security Applications
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GPS Jamming of Spoofing

ECDIS updating result

I Hackers took “full control” of
fuel control & ballast water valves i

navigation systems for 10 h

3 bwale

Hacking of cargo tracking system for
smuggling purposes

Maersk hit by cyber attack on Tuesday 27 June.

Via an update to an accounting system in Ukraine

Spread like a worm from an infected machine

Global network is infected & all company systems down

Forced to halt operations at 76 port terminals

Reinstall 4000 servers, 45000 PCs, & 2500 applications

= Impact to earnings: to 300m (mainly Maersk Line)
Ransom demanded to avoid release of NotPetya cyber attack hits « NotPatys wannot twgeted speihally for Maaik
confidential information corporate earnings + Vulnerability fix by Microsoft on March 141 (MS17-010)
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SreaL el oNvGL

RECOMMENDED FRACTICE CLASS PROGRAMME RULES FOR GLASSIFICATION

Cyher security resilience mamagement for
hips end mobile effshare units n speration Eyber security capabilities of contral system Part 6 Additional class nctations
peneats

Ehapter § Equipment and design features
Sectian 21 Cyber Security

S es es
\eas® eled® eleds

w Y20 w ¥ 0 w ¥ 0
'N:n yan 202 N:“ san 202 N:\ yan 202

s ok

0 DWELS ONV-GL
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= Checklist elements: Area Name of 1SM code ref.
ELEMENT 1: Leadership and Commitment

1. Leadership and commitment

B Roles and Are cybersecurity roles and Job deseriptions; Org. charts
2. Identify responsibilities responsibilities for the entire
workforce established?
3. Protect
Organizational Are priorities for organizational Safety and environmental
4. Detect objectives  mission, cyber security objectives, protection policy; CS Policy;
and activities established? MoM Management Review
5. Respond Legal and Are legal and regulatory Safety and environmental
regulatory requirements regarding protection pol
6. Recover requirements  cybersecurity, including privacy and  Legal Register
R B civil liberties obligations, understood
7. Continous improvement and managed?
= ~ 25 areas Management Do the senior executives understand CS Policy; Interviews 3.3
i their roles & ilities for cyber 4.
= ~ 75 topics security? A33

Benefit: providing concrete requirements to uniformly check cyber security resiliance
and compliance with the Resolution MSC.428(98), MSC-FAL.1/Circ.3 and the ISM Code

" oowvE e DNVIGL
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i& MARITIME
ORGANIZATION

16 — 25 January

4 — 8 February

18 — 22 February

4 — 8 March

27 — 29 March

1 -5 April

8 — 12 April

29 April — 3 May

13 — 17 May

3 —4 June
5—14 June
25— 27 June
1—-5July

15— 19 July

9 — 13 September

7 — 11 October

21 — 25 October

4 ALBERT EMBANKMENT
LONDON SE1 7SR
Telephone: +44 (0)20 7735 7611  Fax: +44 (0)20 7587 3210

PROG/127
13 December 2018

IMO PROGRAMME OF MEETINGS FOR 2019

SUB-COMMITTEE ON NAVIGATION, COMMUNICATIONS AND
SEARCH AND RESCUE (NCSR) — 6th session

SUB-COMMITTEE ON SHIP DESIGN AND CONSTRUCTION
(SDC) — 6th session

SUB-COMMITTEE ON POLLUTION PREVENTION AND
RESPONSE (PPR) — 6th session

SUB-COMMITTEE ON SHIP SYSTEMS AND EQUIPMENT
(SSE) — 6th session

LEGAL COMMITTEE (LEG) — 106th session
IOPC FUNDS
FACILITATION COMMITTEE (FAL) — 43rd session

SUB-COMMITTEE ON HUMAN ELEMENT TRAINING AND
WATCHKEEPING (HTW) — 6th session

MARINE ENVIRONMENT PROTECTION COMMITTEE
(MEPC) — 74th session

IMSO ADVISORY COMMITTEE — 43rd session
MARITIME SAFETY COMMITTEE (MSC) — 101st session

TECHNICAL COOPERATION COMMITTEE (TC) — 69th session
SUB-COMMITTEE ON IMPLEMENTATION OF IMO
INSTRUMENTS (lll) — 6th session

COUNCIL — 122nd session

SUB-COMMITTEE ON CARRIAGE OF CARGOES AND
CONTAINERS (CCC) — 6th session

41st CONSULTATIVE MEETING OF CONTRACTING PARTIES
(LONDON CONVENTION 1972)

14th MEETING OF CONTRACTING PARTIES

(LONDON PROTOCOL 1996)

IMSO ADVISORY COMMITTEE — 44th session

IMO

IMO

IMO

IMO

IMO
IMO
IMO
IMO

IMO

IMO
IMO
IMO
IMO

IMO
IMO

IMO

IMO

I:\PROG\PROG-127.docx
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PROG/127

Page 2

28 October — IOPC FUNDS IMO

1 November

21 -22 November COUNCIL — 30th extraordinary session IMO

25 November —  Assembly — 31st session IMO

5 December

6 December COUNCIL — 123rd session IMO

INTERSESSIONAL MEETINGS'

1 —5 April 31st meeting of the Editorial and IMO
Technical (E&T) Group (IMDG Code)

7 — 10 May 5th meeting of the Intersessional Working Group on Reduction IMO
of GHG Emissions from Ships

8 — 12 July 15th meeting of the Joint IMO/ITU Experts Group on Maritime IMO
and Radiocommunication Matters

2 — 6 September? MSC Intersessional Working Group on MASS IMO

9 - 13 September  26th meeting of the ICAO/IMO Joint Working Group on Search ~ Chile
and Rescue

16 — 20 September! 32nd meeting of the Editorial and IMO
Technical (E&T) Group (IMDG Code)

INTERSESSIONAL MEETINGS CONVENED WITHIN THE
FRAMEWORK OF THE LONDON CONVENTION AND PROTOCOL

18 — 22 March LC Scientific Group — 42nd session/LP Scientific Group — Canada
13th session

3 — 4 October LP Compliance Group — 12th session IMO

OTHER MEETINGS/EVENTS

11 January Workshop on the 2030 Agenda and the Sustainable IMO
Development Goals

25 June Day of the Seafarer IMO

15—17 September  \orld Maritime Day Parallel Event IMO

26 September World Maritime Day IMO

3 — 4 October Orientation Seminar for IMO delegates IMO

2

Meetings to be held without interpretation and with documentation in original language only.

Subject to approval of Council.

I:\PROG\PROG-127.docx
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4 ALBERT EMBANKMENT
LONDON SE1 7SR

Telephone: +44 (0)20 7735 7611

Fax: +44 (0)20 7587 3210

PROG/128
6 December 2019

PROGRAMME OF MEETINGS FOR 2020

15 — 24 January SUB-COMMITTEE ON NAVIGATION, COMMUNICATIONS AND
SEARCH AND RESCUE (NCSR) — 7th session

3 — 7 February SUB-COMMITTEE ON SHIP DESIGN AND CONSTRUCTION (SDC) —

7th session

17 — 21 February SUB-COMMITTEE ON POLLUTION PREVENTION AND RESPONSE

(PPR) — 7th session

2 — 6 March SUB-COMMITTEE ON SHIP SYSTEMS AND EQUIPMENT

(SSE) — 7th session
11 — 13 March IOPC FUNDS

16 — 20 March LEGAL COMMITTEE (LEG) — 107th session

30 March — 3 April  MARINE ENVIRONMENT PROTECTION COMMITTEE

(MEPC) — 75th session

20 — 24 April FACILITATION COMMITTEE (FAL) — 44th session

11 - 12 May IMSO ADVISORY COMMITTEE - 45th session

13 — 22 May MARITIME SAFETY COMMITTEE (MSC) — 102nd session

1 -5 June SUB-COMMITTEE ON HUMAN ELEMENT TRAINING AND
WATCHKEEPING (HTW) — 7th session

15— 18 June TECHNICAL COOPERATION COMMITTEE (TC) — 70th session

29 June —3 July  COUNCIL — 124th session

20— 24 July SUB-COMMITTEE ON IMPLEMENTATION OF IMO INSTRUMENTS (ll1)
— 7th session

14 — 18 September SUB-COMMITTEE

ON

CARRIAGE

CONTAINERS (CCC) — 7th session
21— 22 September IMSO ADVISORY COMMITTEE — 46th session

28 September—  42nd CONSULTATIVE MEETING OF CONTRACTING PARTIES
2 October (LONDON CONVENTION 1972)
15th MEETING OF CONTRACTING PARTIES
(LONDON PROTOCOL 1996)

OF CARGOES AND

I\PROG\PROG-128.docx
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PROG/128
Page 2

19 — 23 October

2 — 5 November
9 — 13 November
16 — 20 November

7 — 11 December

10 — 14 February

23 — 27 March
23 — 27 March
27 April — 1 May

6 — 10 July

21 — 25 September
5 -9 October
12 — 16 October

26 — 30 October

MARINE ENVIRONMENT PROTECTION COMMITTEE
(MEPC) — 76th session

IOPC FUNDS
IMSO ASSEMBLY- 26th session

MARITIME SAFETY COMMITTEE (MSC) — 103rd session

COUNCIL — 125th session

INTERSESSIONAL MEETINGS'

1st meeting of the Intersessional Working Group on the Review of the
STCW-F Convention

33rd meeting of the E&T Group (IMSBC)

7th meeting of the Intersessional Working Group on Reduction of
GHG Emissions from Ships

2nd meeting of the Expert Group on Data Harmonization

16th meeting of the Joint IMO/ITU Experts Group on Maritime
Radiocommunication Matters

34th meeting of the E&T Group (IMSBC)'

26th session of the Working Group on the Evaluation of Safety and
Pollution Hazards of Chemicals (ESPH)

27th meeting of the ICAO/IMO Joint Working Group on Search and
Rescue

3rd meeting of the Expert Group on Data Harmonization

INTERSESSIONAL MEETINGS CONVENED WITHIN THE FRAMEWORK OF

9-13 March
24-25 September
TBC

25 June
24 September

28 — 30 October

THE LONDON CONVENTION AND PROTOCOL
LC Scientific Group — 43rd session/LP Scientific Group — 14th session

LP Compliance Group — 13th session

OTHER MEETINGS/EVENTS
Orientation Seminar for IMO delegates
Day of the Seafarer
World Maritime Day

World Maritime Day Parallel Event

i Meetings to be held without interpretation and with documentation in original language only.
ii Subject to approval of MSC 102 and Council.
iii Dates to be confirmed.
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